BY ORDER OF THE COMMANDER AF INSTRUCTION 33-219

AIR EDUCATION AND TRAINING
COMMAND AIR EDUCATION AND TRAINING COMMAND

Supplement 1
18 DECEMBER 1998

Communications and Information

TELECOMMUNICATIONS MONITORING
AND ASSESSMENT PROGRAM (TMAP)

COMPLIANCE WITH THIS PUBLICATION IS MANDATORY

NOTICE: This publication is available digitally on the HQ AETC Publishing WWW site at: http://
www.aetc.af.mil/im. If you lack access, contact your Base Publishing Manager.

OPR: HQ AETC/SCTS (Mr E. Jones) Certified by: HQ AETC/SCT (Mr T. Maher)
Pages: 2

Distribution: F; X: HQ AIA/DO - 1;

AUL/LSD - 1; HQ AFCA/GCI - 1;

HQ AFIA/IMP -1

“HOLDOVER”

“The basic publication has changed; impact on supplemental information is under review
by the OPR. Users should follow supplemental information that remains unaffected.”

AFI 33-219, 1 June 1998, is supplemented as follows:

15.1. The wing information protection (IP) office will be responsible to develop and manage a telecom-
munications monitoring notice and consent program for compliance with requirements identified in para-
graph 15 and Attachment 2 of the basic instruction and this supplement.

15.1.1. Program will include all on-base/off-base organizations, regardless of their affiliation, where per-
sonnel use DoD information systems that interconnect with on-base networks.

15.1.2. Use established Security Awareness Training and Education (SATE) Program architecture to dis-
seminate notice and consent information to all personnel. Base activities not participating in the AETC
SATE program will appoint a focal point to work with Wing IP personnel to ensure compliance with this
instruction.

15.1.3. Compliance verification will be accomplished by IP personnel during the annual Information Pro-
tection Assessment and Assistance Program visit to all units.

A2.3.5. Banners will be installed on all automated information systems to include unclassified and clas-
sified computers (networked or stand-alone) network servers file transfer protocol servers and world wide
web (WWW) home pages. (NOTE: WWW home pages are defined as any home page that is directly
accessible via the Internet.)

A2.3.5.1. Warning banner content will be consistent with this instruction. Wording deviations will be
approved by the installation staff judge advocate.
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A2.3.5.2. As a minimum, warning banners will be installed to appear at boot-up on non-networked sys-
tems and prior to network log-on for networked systems. Users must acknowledge the warning banner
before proceeding to the next screen.

A2.4.2. The Security Awareness Training and Education (SATE) Program initial training package for
newly assigned personnel will include information on notice and consent procedures.

THOMAS L. HICKERSON, Colonel, USAF
Deputy Director of Communications and Information
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